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E]Assessing managing enterprise risk

What it takesto managevirtual servers

Network/System&/lanagemenhewsletter By DeniseDubie, NetworkWorld, 11/12/07

Managingenterpriserisk requiredT executivedo Sponsoredby:
perpetuallyperforma juggling actof sorts.

IT executivesnustprovidetechnologieandservicesto W NNI G M

enablethe businesdo thrive andgrow, but at the same
time theyneedto maintaintight controlson resources,
accessightsandthe environmento preventtherisk of
technologyto the businesgrom outweighing theeward.

VE

"Organizationshavealwayshadto manageisk. Business

survival requiresan organizatiorto successfullynanage

risk," readsa ForresteReportreleasedast weekentitled
"Demystifying EnterpriseRisk Management."The

challengeis that therearemultiple definitions,approaches

to andreportingof risk that aremanagedn silosacrosshe
organizationRisk managersnustunderstandhe varying

views of risk acrosghe organizatioranddecideon a

common frameworlof risk that theentireorganizationcanwork within."

ThatmeandT is chargedwith making certainndividualsareequippedo do theirjobswithout putting the
companyor its intellectualpropertyin harm'sway. For instancerisk managemenncludesensuring
unauthorizedndividualsarenot accessingertaindataor working on systemsot within their privileges,but it
reachesnuchfurtherthanthat.

Accordingto ForrestelResearchgompaniesnustfirst definerisk andapply the comprehensiveefinition of
risk acrosgheentire organizationTheresearcHirm narrowsit downto: "Risk is the effect of uncertaintyon
organizationabbjectives'and "Risk managemeris the coordinatedactivitiesto directand controlan
organizatiorto realizethe opportunitieswhile mitigating the negativeconsequencesf events."Todayseveral
vendorsareworking to help customergasethe burdenof first identifying andthenmanagingrisk with
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technologiedalling into the broadgovernancetisk andcompliancg GRC) market

For instance)BM earlierthis yeardetailedits plansto addresgustomerpain pointsaroundGRCand
Symantedollowed suit by offeringIT-risk assessmerserviceshis pastsummer And morestartupsare
emergingto tacklethis problemaswell: PricewaterhouseCoopespinoff BrabeionSoftwareupdatedts
softwarethis year,andnewcomeiSecurityworkshis weeklaunchedtself asa enterpriserisk management
softwareprovider, after offering servicesn that markefor the pastfew years

For its part, Securityworkshis weekreleased/isibleSecurity3.0, whichincludesupdatedeaturesdo address
risk andcompliancemanagemeni largerenterpriseenvironmentsThe Dallascompany headedup by
companyPresidenBryan Fish, offers the softwareto help companie<ollectdatafrom distributedsystems
and createa scorecarf sortsfor risk. Customersisea Web-basednterfaceto assesshe information
collectedandapply centralizedcontrolsto the distributedsystems.

"Companiesneedto stopworking silos andaddressisk strategicallyratherthantacticallyin pieces,"Fish
says."Our softwareenableghem toput a centralizedcontrol frameworkin placeandhaveonesetof strong
accesgontrols."

Editor's note: Startingthe weekof Nov. 19, youwill noticea numberf enhancement® NetworkWorld
newsletterghat will provideyouwith moreresourcesand morenews linksrelevantto the newsletter'subject.
The Network/Systemddanagemenhewslettemwritten by NetworkWorld SeniorEditor DeniseDubie will be
mergedwith the Network/SystemNewsAlert and will be namedthe Network/Systemalert. You'llgetDenise's
analysisof the network/systemsmanagementarket,which youwill be ableto readin full at
NetworkWorld.complus links to the day'snetwork/systemsmanagememews and otherelevantresources.
This Alert will be mailedon Mondaysind Wednesday®Vehopeyou will enjoythe enhancementand we
thankyou for readingNetworkWorld newsletters.
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